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PREAMBLE

3. This Declaration is intended to cover the collection, storage and use of
identifiable data and biological material beyond the individual care of
patients. In concordance with the Declaration of Helsinki, it provides

additional ethical principles for their use in Health Databases and Biobanks.
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PREAMBLE

4. A Health Database is a system for collecting, organizing and storing
health information. A Biobank is a collection of biological material and
associated data. Biological material refers to a sample obtained from an
individual human being, living or deceased, which can provide biological
information, including genetic information, about that individual. Health
Databases and Biobanks are both collections on individuals and population,
and both give rise to the similar concerns about dignity, autonomy, privacy,

confidentiality and discrimination.
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10. Confidentiality is essential for maintaining trust and integrity in Health
Databases and Biobanks. Knowing that their privacy will be respected gives
patients and donors the confidence to share sensitive personal data. Their
privacy is protected by the duty of confidentiality of all who are involved in

handling data and biological material.
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1.3. De-identification and its Rationale

These provisions allow the entity to use and disclose information that
neither identifies nor provides a reasonable basis to identify an individual. As
discussed below, the Privacy Rule provides two de-identification methods: (&
)

Both methods, even when properly applied, yield de-identified data that
retains some risk of identification. Although the risk is very small, it is not
zero, and there is a possibility that de-identified data could be linked back to
the identity of the patient to which it corresponds.
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1) HHS, “Guidance Regarding Methods for De-identification of Protected Health Information in
Accordance with the Health Insurance Portability and Accountability Act (HIPAA) Privacy
Rule “, 2012, 6.
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§46.116 General Requirements for Informed Consent

(c) Additional elements of informed consent.

(9) For research involving biospecimens, whether the research will (if

2) 45CFR46 § .46.102.




known) or might include whole genome sequencing (i.e., sequencing of a
human germline or somatic specimen with the intent to generate the genome

or exome sequence of that specimen).
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§46.116 General Requirements for Informed Consent

(d) Elements of broad consent for the storage, maintenance, and secondary
research use of identifiable private information or identifiable biospecimens.
Broad consent for the storage, maintenance, and secondary research use of
identifiable private information or identifiable biospecimens (collected for
either research studies other than the proposed research or nonresearch
purposes) is permitted as an alternative to the informed consent requirements

in paragraphs (b) and (c) of this section. If the subject or the legally

authorized representative is asked to provide broad consent, the following




shall be provided to each subject or the subject’s legally authorized
representative:

(1) The information required in paragraphs (b)(2), (b)(3), (b)(5), and (b)(8)
and, when appropriate, (¢)(7) and (9) of this section;

(2) A general description of the types of research that may be conducted
with the identifiable private information or identifiable biospecimens. This
description must include sufficient information such that a reasonable person
would expect that the broad consent would permit the types of research
conducted;

(3) A description of the identifiable private information or identifiable
biospecimens that might be used in research, whether sharing of identifiable
private information or identifiable biospecimens might occur, and the types of
mnstitutions or researchers that might conduct research with the identifiable
private information or identifiable biospecimens;

(4) A description of the period of time that the identifiable private
information or identifiable biospecimens may be stored and maintained
(which period of time could be indefinite), and a description of the period of
time that the identifiable private information or identifiable biospecimens may
be used for research purposes (which period of time could be indefinite);

(5) Unless the subject or legally authorized representative will be provided
details about specific research studies, a statement that they will not be
informed of the details of any specific research studies that might be
conducted using the subject’s identifiable private information or identifiable
biospecimens, including the purposes of the research, and that they might
have chosen not to consent to some of those specific research studies;

(6) Unless it is known that clinically relevant research results, including
individual research results, will be disclosed to the subject in all
circumstances, a statement that such results may not be disclosed to the
subject; and

(7) An explanation of whom to contact for answers to questions about the
subject’s rights and about storage and use of the subject’s identifiable
private information or identifiable biospecimens, and whom to contact in the

event of a research-related harm.
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12. If the data or biological material are collected and stored in a Health

Database or a Biobank for multiple and indefinite uses, consent is only valid

if the concerned individuals have been adequately informed about:

e The purpose of the Health Database or Biobank;

e The risks and burdens associated with collection, storage and use of data
and material;

¢ The nature of the data or material to be collected;

e The procedures for return of results including incidental findings;

e The rules of access to the Health Database or Biobank;

e How privacy is protected;




e The governance arrangements as stipulated in paragraph 21;

¢ That in case the data and material are made non-identifiable the individual
may not be able to know what is done with their data/material and that
they will not have the option of withdrawing their consent;

e Their fundamental rights and safeguards established in this Declaration;
and

e When applicable, commercial use and benefit sharing, intellectual property
issues and the transfer of data or material to other institutions or third

countries.
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13. In addition to the requirements set forth in the Declaration of Helsinki,
when persons who were not able to consent, whose data and biological
materials have been stored for future research, attain or regain the capacity
to consent, reasonable efforts should be made to seek the consent of those

persons for continued storage and research use of their data and biological

materials.
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SEC. 2. Precision medicine initiative.

(a) In general.—The Secretary of Health and Human Services (referred to in
this section as the “Secretary”’) is encouraged to establish and carry out an
initiative, to be known as the “Precision Medicine Initiative”, to augment
efforts to address disease prevention, diagnosis, and treatment.

(b) Components.—The Initiative described under subsection (a) may include

3) The White House ¥#o]x], “FACT SHEET: President Obama’ s Precision Medicine
Initiative” , 20151, https://obamawhitehouse.archives.gov/the-press-office/2015/01/30/factsheet
-president-obama-s -precision-medicine-initiative (#&3d<%<Y 2017. 5. 21.)

4) Congree.gov &3 o]A|, https://www.congress.gov/bill/114th-congress/senate-bill/2713?q=%7B
%22search%22%3A%5B%22Advancing+Precision+Medicine+Act+of+2016%22%5D%7D&r=1 (& &3
£ 2017. 11. 10)
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(1) developing a network of scientists to assist in carrying out the purposes
of the Initiative;

(2) developing new approaches for addressing scientific, medical, public
health, and regulatory science issues;

(3) applying genomic technologies, such as whole genomic sequencing, to
provide data on the molecular basis of disease;

(4) collecting information voluntarily provided by a diverse cohort of
individuals that can be used to better understand health and disease; and
(5) other activities determined appropriate by the Secretary to advance the

goals of the Initiative.
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SEC. 3. Protection of privacy of individuals who are research subjects.

(a) In general.—Subsection (d) of section 301 of the Public Health Service

Act (42 US.C. 241) is amended to read as follows:

“(d) Protection of privacy of individuals who are research subjects.—

“(1) ISSUANCE OF CERTIFICATE.—

“(A) IN GENERAL.—If a person is engaged in biomedical, behavioral,
clinical, or other research, in which identifiable, sensitive information is
collected (including research on mental health and research on the use and
effect of alcohol and other psychoactive drugs), the Secretary, in
coordination with other Departments, as applicable —

“(1) shall issue to such person a certificate of confidentiality to protect the
privacy of individuals who are the subjects of such research if the
research is funded wholly or in part by the Federal Government; and

“(ii) may, upon application by a person engaged in research, issue to such
person a certificate of confidentiality to protect the privacy of such
individuals if the research is not so funded.

“(3) DEFINITIONS.—For purposes of this subsection, the term ‘identifiable,
sensitive information’ means information that is about an individual and
that is gathered or used during the course of research described in
paragraph (1)(A) and—

“(A) through which an individual is identified; or

“(B) for which there is a risk, as determined by current scientific practices
or statistical methods, that some combination of the information, the
request, and other available data sources could be used to deduce the

identity of an individual.”
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5) 8§46.101.(b)(4) Research involving the collection or study of existing data, documents,

records, pathological specimens, or diagnostic specimens, if these sources are publicly
available or if the information is recorded by the investigator in such a manner that

subjects cannot be identified, directly or through identifiers linked to the subjects.
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6) 707 45CFR46-2 §46.104(d@)ell tiste] oh&3 o] IWEStT Uth

“ 3. Public Comments, Response to Comments, and Explanation of the Final Rule: Exemption
Categories

d. Secondary Research Use of Identifiable Private Information and Identifiable Biospecimens
for Which Consent Is Not Required (§ 46.104(d)(4))

i. Overview

It is important to recognize that this exemption does not cover any primary collections of
either information or biospecimens. (Z-2p)

Also, note that unlike the pre-2018 rule’ s exemption relating to certain secondary uses of
information and biospecimens, the final rule has no requirement that the information and
biospecimens must be pre-existing at the time that the investigator begins a particular
research study. For example, an investigator could start a study that involves using
biospecimens from clinical pathology laboratories, and could include specimens that are added
to the laboratories during the course of the study (again assuming that the other conditions
of the exemption are met).”

7) Rebecca Skloot, “Your Cells. Their Research. Your Permission?” , New York Times, 2015.
12. 30. ~7]A}L,  https://www.nytimes.com/2015/12/30/opinion/your-cells-their-research-your-
permission.htm 1?7_r=0 (&4 2017. 10. 26.)
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§46.102 Definitions for purposes of this policy.

(e)(1) Human subject means a living individual about whom an investigator
(whether professional or student) conducting research:

(i) Obtains information or biospecimens through intervention or interaction
with the individual, and uses, studies, or analyzes the information or
biospecimens; or

(i) Obtains, uses, studies, analyzes, or generates identifiable private

information or identifiable biospecimens.
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§46.104 Exempt research.

(4) Secondary research for which consent is not required: Secondary
research uses of identifiable private information or identifiable biospecimens,
if at least one of the following criteria is met:

(i) Information, which may include information about biospecimens, is
recorded by the investigator in such a manner that the identity of the
human subjects cannot readily be ascertained directly or through identifiers
linked to the subjects, the investigator does not contact the subjects, and

the investigator will not re-identify subjects;
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§46.116 General Requirements for Informed Consent

(b) Basic elements of informed consent. Except as provided in paragraph
(d), (e), or (f) of this section, in seeking informed consent the following
information shall be provided to each subject or the legally authorized
representative:

(9) One of the following statements about any research that involves the
collection of identifiable private information or identifiable biospecimens:

(1) A statement that identifiers might be removed from the identifiable
private information or identifiable biospecimens and that, after such removal,
the information or biospecimens could be used for future research studies or
distributed to another investigator for future research studies without
additional informed consent from the subject or the legally authorized
representative, if this might be a possibility; or

(ii) A statement that the subject’s information or biospecimens collected as
part of the research, even if identifiers are removed, will not be used or

distributed for future research studies.
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§46.116 General Requirements for Informed Consent

(f) General waiver or alteration of consent—(1) Waiver. An IRB may waive
the requirement to obtain informed consent for research under paragraphs
(a) through (c) of this section, provided the IRB satisfies the requirements
of paragraph (f)(3) of this section. If an individual was asked to provide

broad consent for the storage, maintenance, and secondary research use of

identifiable private information or identifiable biospecimens in accordance
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with the requirements at paragraph (d) of this section, and refused to
consent, an IRB cannot waive consent for the storage, maintenance, or
secondary research use of the identifiable private information or identifiable
biospecimens.

(2) Alteration. An IRB may approve a consent procedure that omits some, or
alters some or all, of the elements of informed consent set forth in
paragraphs (b) and (c) of this section provided the IRB satisfies the
requirements of paragraph (f)(3) of this section. An IRB may not omit or
alter any of the requirements described in paragraph (a) of this section. If a
broad consent procedure is used, an IRB may not omit or alter any of the
elements required under paragraph (d) of this section.

(3) Requirements for waiver and alteration. In order for an IRB to waive or
alter consent as described in this subsection, the IRB must find and
document that:

(i) The research involves no more than minimal risk to the subjects;

(i) The research could not practicably be carried out without the requested
waiver or alteration;

(iii) If the research involves using identifiable private information or
identifiable biospecimens, the research could not practicably be carried out
without using such information or biospecimens in an identifiable format;

(iv) The waiver or alteration will not adversely affect the rights and welfare
of the subjects; and

(v) Whenever appropriate, the subjects or legally authorized representatives

will be provided with additional pertinent information after participation.
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(26) The principles of data protection should apply to any information
concerning an identified or identifiable natural person. Personal data which
have undergone pseudonymisation, which could be attributed to a natural

person by the use of additional information should be considered to be

information on an identifiable natural person. To determine whether a natural
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person is identifiable, account should be taken of all the means reasonably
likely to be used, such as singling out, either by the controller or by another
person to identify the natural person directly or indirectly. To ascertain
whether means are reasonably likely to be used to identify the natural
person, account should be taken of all objective factors, such as the costs of
and the amount of time required for identification, taking into consideration
the available technology at the time of the processing and technological
developments. The principles of data protection should therefore not apply to
anonymous information, namely information which does not relate to an
identified or identifiable natural person or to personal data rendered
anonymous in such a manner that the data subject is not or no longer
identifiable. This Regulation does not therefore concern the processing of

such anonymous information, including for statistical or research purposes.
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(29) In order to create incentives to apply pseudonymisation when processing
personal data, measures of pseudonymisation should, whilst allowing general
analysis, be possible within the same controller when that controller has
taken technical and organisational measures necessary to ensure, for the

processing concerned, that this Regulation is implemented, and that additional
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information for attributing the personal data to a specific data subject is kept
separately. The controller processing the personal data should indicate the

authorised persons within the same controller.
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(89) Directive 95/46/EC provided for a general obligation to notify the
processing of personal data to the supervisory authorities. While that
obligation produces administrative and financial burdens, it did not in all
cases contribute to improving the protection of personal data. Such
indiscriminate general notification obligations should therefore be abolished,
and replaced by effective procedures and mechanisms which focus instead on
those types of processing operations which are likely to result in a high risk
to the rights and freedoms of natural persons by virtue of their nature,
scope, context and purposes. Such types of processing operations may be
those which in, particular, involve using new technologies, or are of a new
kind and where no data protection impact assessment has been carried out
before by the controller, or where they become necessary in the light of the

time that has elapsed since the initial processing.
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(159) Where personal data are processed for scientific research purposes, this
Regulation should also apply to that processing. For the purposes of this
Regulation, the processing of personal data for scientific research purposes
should be interpreted in a broad manner including for example technological
development and demonstration, fundamental research, applied research and
privately funded research. In addition, it should take into account the Union's
objective under Article 179(1) TFEU of achieving a European Research Area.
Scientific research purposes should also include studies conducted in the
public interest in the area of public health. To meet the specificities of
processing personal data for scientific research purposes, specific conditions
should apply in particular as regards the publication or otherwise disclosure
of personal data in the context of scientific research purposes. If the result
of scientific research in particular in the health context gives reason for
further measures in the interest of the data subject, the general rules of this

Regulation should apply in view of those measures.
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Article 4 Definitions
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For the purposes of this Regulation:
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(1) ‘personal data’ means any information relating to an identified or
identifiable natural person (‘data subject’); an identifiable natural person is
one who can be identified, directly or indirectly, in particular by reference to
an identifier such as a name, an identification number, location data, an
online identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social identity of that

natural person;
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(4) ‘profiling’ means any form of automated processing of personal data
consisting of the use of personal data to evaluate certain personal aspects
relating to a natural person, in particular to analyse or predict aspects
concerning that natural person’s performance at work, economic situation,
health, personal preferences, interests, reliability, behaviour, location or

movements;

(5) ‘pseudonymisation’ means the processing of personal data in such a

manner that the personal data can no longer be attributed to a specific data
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subject without the use of additional information, provided that such
additional information 1s kept separately and is subject to technical and
organisational measures to ensure that the personal data are not attributed to

an identified or identifiable natural person;
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(13) ‘genetic data’ means personal data relating to the inherited or acquired
genetic characteristics of a natural person which give unique information
about the physiology or the health of that natural person and which result,
in particular, from an analysis of a biological sample from the natural person

n question;
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Article 6 Lawfulness of processing

1. Processing shall be lawful only if and to the extent that at least one of
the following applies:

(a) the data subject has given consent to the processing of his or her
personal data for one or more specific purposes;

(b) processing is necessary for the performance of a contract to which the
data subject is party or in order to take steps at the request of the data
subject prior to entering into a contract;

(c) processing is necessary for compliance with a legal obligation to which
the controller is subject;

(d) processing is necessary in order to protect the vital interests of the

data subject or of another natural person;
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(e) processing is necessary for the performance of a task carried out in the
public interest or in the exercise of official authority vested in the
controller;

(f) processing is necessary for the purposes of the legitimate interests
pursued by the controller or by a third party, except where such interests
are overridden by the interests or fundamental rights and freedoms of the
data subject which require protection of personal data, in particular where

the data subject is a child.

Point (f) of the first subparagraph shall not apply to processing carried out

by public authorities in the performance of their tasks.
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Article 9 Processing of special categories of personal data
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1. Processing of personal data revealing racial or ethnic origin, political
opinions, religious or philosophical beliefs, or trade union membership, and
the processing of genetic data, biometric data for the purpose of uniquely
identifying a natural person, data concerning health or data concerning a

natural person’s sex life or sexual orientation shall be prohibited.

2. Paragraph 1 shall not apply if one of the following applies:

(a) the data subject has given explicit consent to the processing of those
personal data for one or more specified purposes, except where Union or
Member State law provide that the prohibition referred to in paragraph 1
may not be lifted by the data subject;

(b) processing is necessary for the purposes of carrying out the obligations
and exercising specific rights of the controller or of the data subject in the
field of employment and social security and social protection law in so far
as it is authorised by Union or Member State law or a collective agreement
pursuant to Member State law providing for appropriate safeguards for the
fundamental rights and the interests of the data subject;

(c) processing is necessary to protect the vital interests of the data subject
or of another natural person where the data subject is physically or legally
incapable of giving consent;

(d) processing is carried out in the course of its legitimate activities with
appropriate safeguards by a foundation, association or any other
not—for—profit body with a political, philosophical, religious or trade union
aim and on condition that the processing relates solely to the members or
to former members of the body or to persons who have regular contact
with it in connection with its purposes and that the personal data are not
disclosed outside that body without the consent of the data subjects;

(e) processing relates to personal data which are manifestly made public by
the data subject;

(f) processing is necessary for the establishment, exercise or defence of
legal claims or whenever courts are acting in their judicial capacity;

(g) processing is necessary for reasons of substantial public interest, on the

basis of Union or Member State law which shall be proportionate to the
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aim pursued, respect the essence of the right to data protection and provide
for suitable and specific measures to safeguard the fundamental rights and
the interests of the data subject;

(h) processing is necessary for the purposes of preventive or occupational
medicine, for the assessment of the working capacity of the employee,
medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services on the basis of
Union or Member State law or pursuant to contract with a health
professional and subject to the conditions and safeguards referred to in
paragraph 3;

(i) processing is necessary for reasons of public interest in the area of
public health, such as protecting against serious cross-border threats to
health or ensuring high standards of quality and safety of health care and
of medicinal products or medical devices, on the basis of Union or Member
State law which provides for suitable and specific measures to safeguard
the rights and freedoms of the data subject, in particular professional
secrecy,

(j) processing is necessary for archiving purposes in the public interest,
scientific or  Thistorical research purposes or statistical purposes in
accordance with Article 89(1) based on Union or Member State law which
shall be proportionate to the aim pursued, respect the essence of the right
to data protection and provide for suitable and specific measures to

safeguard the fundamental rights and the interests of the data subject.

3. Personal data referred to in paragraph 1 may be processed for the
purposes referred to in point (h) of paragraph 2 when those data are
processed by or under the responsibility of a professional subject to the
obligation of professional secrecy under Union or Member State law or rules
established by national competent bodies or by another person also subject
to an obligation of secrecy under Union or Member State law or rules

established by national competent bodies.

4. Member States may maintain or introduce further conditions, including
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limitations, with regard to the processing of genetic data, biometric data or
o MAAFH A

data concerning health.
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Article 13 Information to be provided where personal data are collected from

the data subject

1. Where personal data relating to a data subject are collected from the data
subject, the controller shall, at the time when personal data are obtained,
provide the data subject with all of the following information:

(a) the identity and the contact details of the controller and, where
applicable, of the controller’s representative;

(b) the contact details of the data protection officer, where applicable;
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(c) the purposes of the processing for which the personal data are intended
as well as the legal basis for the processing;

(d) where the processing is based on point (f) of Article 6(1), the legitimate
interests pursued by the controller or by a third party;

(e) the recipients or categories of recipients of the personal data, if any;

(f) where applicable, the fact that the controller intends to transfer personal
data to a third country or international organisation and the existence or
absence of an adequacy decision by the Commission, or in the case of
transfers referred to in Article 46 or 47, or the second subparagraph of
Article 49(1), reference to the appropriate or suitable safeguards and the
means by which to obtain a copy of them or where they have been made

available.

2. In addition to the information referred to in paragraph 1, the controller
shall, at the time when personal data are obtained, provide the data subject
with the following further information necessary to ensure fair and
transparent processing:

(a) the period for which the personal data will be stored, or if that is not
possible, the criteria used to determine that period;

(b) the existence of the right to request from the controller access to and
rectification or erasure of personal data or restriction of processing
concerning the data subject or to object to processing as well as the right
to data portability,

(c) where the processing is based on point (a) of Article 6(1) or point (a)
of Article 9(2), the existence of the right to withdraw consent at any time,
without affecting the lawfulness of processing based on consent before its
withdrawal;

(d) the right to lodge a complaint with a supervisory authority;

(e) whether the provision of personal data is a statutory or contractual
requirement, or a requirement necessary to enter into a contract, as well as
whether the data subject is obliged to provide the personal data and of the
possible consequences of failure to provide such data;

(f) the existence of automated decision-making, including profiling, referred
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to in Article 22(1) and (4) and, at least in those cases, meaningful
information about the logic involved, as well as the significance and the

envisaged consequences of such processing for the data subject.
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Article 14 Information to be provided where personal data have not been

obtained from the data subject

1. Where personal data have not been obtained from the data subject, the
controller shall provide the data subject with the following information:

(a) the identity and the contact details of the controller and, where
applicable, of the controller’s representative;

(b) the contact details of the data protection officer, where applicable;

(c) the purposes of the processing for which the personal data are intended
as well as the legal basis for the processing;

(d) the categories of personal data concerned;

(e) the recipients or categories of recipients of the personal data, if any;

(f) where applicable, that the controller intends to transfer personal data to
a recipient in a third country or international organisation and the existence
or absence of an adequacy decision by the Commission, or in the case of
transfers referred to in Article 46 or 47, or the second subparagraph of
Article 49(1), reference to the appropriate or suitable safeguards and the

means to obtain a copy of them or where they have been made available.

2. In addition to the information referred to in paragraph 1, the controller
shall provide the data subject with the following information necessary to
ensure fair and transparent processing in respect of the data subject:

(a) the period for which the personal data will be stored, or if that is not
possible, the criteria used to determine that period;

(b) where the processing is based on point (f) of Article 6(1), the legitimate

interests pursued by the controller or by a third party;

_34_




(c) the existence of the right to request from the controller access to and
rectification or erasure of personal data or restriction of processing
concerning the data subject and to object to processing as well as the right
to data portability;

(d) where processing is based on point (a) of Article 6(1) or point (a) of
Article 9(2), the existence of the right to withdraw consent at any time,
without affecting the lawfulness of processing based on consent before its
withdrawal;

(e) the right to lodge a complaint with a supervisory authority;

(f) from which source the personal data originate, and if applicable, whether
it came from publicly accessible sources;

(g) the existence of automated decision-making, including profiling, referred
to in Article 22(1) and (4) and, at least in those cases, meaningful
information about the logic involved, as well as the significance and the

envisaged consequences of such processing for the data subject.

3. The controller shall provide the information referred to in paragraphs 1
and 2

(a) within a reasonable period after obtaining the personal data, but at the
latest within one month, having regard to the specific circumstances in
which the personal data are processed;

(b) if the personal data are to be used for communication with the data
subject, at the latest at the time of the first communication to that data
subject; or

(c) if a disclosure to another recipient is envisaged, at the latest when the

personal data are first disclosed.

4. Where the controller intends to further process the personal data for a
purpose other than that for which the personal data were obtained, the
controller shall provide the data subject prior to that further processing with
information on that other purpose and with any relevant further information

as referred to in paragraph 2.
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5. Paragraphs 1 to 4 shall not apply where and insofar as:

(a) the data subject already has the information;

(b) the provision of such information proves impossible or would involve a
disproportionate effort, in particular for processing for archiving purposes in
the public interest, scientific or historical research purposes or statistical
purposes, subject to the conditions and safeguards referred to in Article
89(1) or in so far as the obligation referred to in paragraph 1 of this
Article 1s likely to render impossible or seriously impair the achievement of
the objectives of that processing. In such cases the controller shall take
appropriate measures to protect the data subject’s rights and freedoms and
legitimate interests, including making the information publicly available;

(c) obtaining or disclosure is expressly laid down by Union or Member
State law to which the controller is subject and which provides appropriate
measures to protect the data subject’s legitimate interests; or

(d) where the personal data must remain confidential subject to an
obligation of professional secrecy regulated by Union or Member State law,

including a statutory obligation of secrecy.
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Article 35 Data protection impact assessment

1. Where a type of processing in particular using new technologies, and
taking into account the nature, scope, context and purposes of the
processing, is likely to result in a high risk to the rights and freedoms of
natural persons, the controller shall, prior to the processing, carry out an
assessment of the impact of the envisaged processing operations on the
protection of personal data. A single assessment may address a set of

similar processing operations that present similar high risks.

3. A data protection impact assessment referred to in paragraph 1 shall in
particular be required in the case ofi (a) a systematic and extensive
evaluation of personal aspects relating to natural persons which is based on
automated processing, including profiling, and on which decisions are based

that produce legal effects concerning the natural person or similarly
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significantly affect the natural person; (b) processing on a large scale of
special categories of data referred to in Article 9(1), or of personal data
relating to criminal convictions and offences referred to in Article 10; or (c)

a systematic monitoring of a publicly accessible area on a large scale.
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Article 89 Safeguards and derogations relating to processing for archiving
purposes in the public interest, scientific or historical research purposes or

statistical purposes

1. Processing for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes, shall be subject to
appropriate safeguards, in accordance with this Regulation, for the rights and
freedoms of the data subject. Those safeguards shall ensure that technical
and organisational measures are in place in particular in order to ensure
respect for the principle of data minimisation. Those measures may include

pseudonymisation provided that those purposes can be fulfilled in that
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manner. Where those purposes can be fulfilled by further processing which
does not permit or no longer permits the identification of data subjects, those

purposes shall be fulfilled in that manner.

2. Where personal data are processed for scientific or historical research
purposes or statistical purposes, Union or Member State law may provide for
derogations from the rights referred to in Articles 15, 16, 18 and 21 subject
to the conditions and safeguards referred to in paragraph 1 of this Article in
so far as such rights are likely to render impossible or seriously impair the
achievement of the specific purposes, and such derogations are necessary for

the fulfilment of those purposes.

3. Where personal data are processed for archiving purposes in the public
interest, Union or Member State law may provide for derogations from the
rights referred to in Articles 15, 16, 18, 19, 20 and 21 subject to the
conditions and safeguards referred to in paragraph 1 of this Article in so far
as such rights are likely to render impossible or seriously impair the
achievement of the specific purposes, and such derogations are necessary for

the fulfilment of those purposes.

4. Where processing referred to in paragraphs 2 and 3 serves at the same
time another purpose, the derogations shall apply only to processing for the

purposes referred to in those paragraphs.
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Article 15 Right of access by the data subject

1. The data subject shall have the right to obtain from the controller
confirmation as to whether or not personal data concerning him or her are
being processed, and, where that is the case, access to the personal data and
the following information:

(a) the purposes of the processing;

(b) the categories of personal data concerned;

(c) the recipients or categories of recipient to whom the personal data have
been or will be disclosed, in particular recipients in third countries or
international organisations;

(d) where possible, the envisaged period for which the personal data will be
stored, or, if not possible, the criteria used to determine that period;

(e) the existence of the right to request from the controller rectification or
erasure of personal data or restriction of processing of personal data
concerning the data subject or to object to such processing;

(f) the right to lodge a complaint with a supervisory authority; (g) where
the personal data are not collected from the data subject, any available
information as to their source;

(h) the existence of automated decision-making, including profiling, referred
to in Article 22(1) and (4) and, at least in those cases, meaningful
information about the logic involved, as well as the significance and the

envisaged consequences of such processing for the data subject.
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Article 17 Right to erasure (‘right to be forgotten’)

1. The data subject shall have the right to obtain from the controller the
erasure of personal data concerning him or her without undue delay and the
controller shall have the obligation to erase personal data without undue
delay where one of the following grounds applies:

(a) the personal data are no longer necessary in relation to the purposes for
which they were collected or otherwise processed;

(b) the data subject withdraws consent on which the processing is based
according to point (a) of Article 6(1), or point (a) of Article 9(2), and
where there is no other legal ground for the processing;

(c) the data subject objects to the processing pursuant to Article 21(1) and
there are no overriding legitimate grounds for the processing, or the data
subject objects to the processing pursuant to Article 21(2);

(d) the personal data have been unlawfully processed;

(e) the personal data have to be erased for compliance with a legal
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obligation in Union or Member State law to which the controller is subject;
(f) the personal data have been collected in relation to the offer of

information society services referred to in Article 8(1).

2. Where the controller has made the personal data public and is obliged
pursuant to paragraph 1 to erase the personal data, the controller, taking
account of available technology and the cost of implementation, shall take
reasonable steps, including technical measures, to inform controllers which
are processing the personal data that the data subject has requested the
erasure by such controllers of any links to, or copy or replication of, those

personal data.

3. Paragraphs 1 and 2 shall not apply to the extent that processing is
necessary-:

(a) for exercising the right of freedom of expression and information;

(b) for compliance with a legal obligation which requires processing by
Union or Member State law to which the controller is subject or for the
performance of a task carried out in the public interest or in the exercise
of official authority vested in the controller;

(c) for reasons of public interest in the area of public health in accordance
with points (h) and (i) of Article 9(2) as well as Article 9(3);

(d) for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes in accordance with Article 89(1) in
so far as the right referred to in paragraph 1 is likely to render impossible
or seriously impair the achievement of the objectives of that processing; or

(e) for the establishment, exercise or defence of legal claims.
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Article 21 Right to object

1. The data subject shall have the right to object, on grounds relating to his
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or her particular situation, at any time to processing of personal data
concerning him or her which is based on point (e) or (f) of Article 6(1),
including profiling based on those provisions. The controller shall no longer
process the personal data unless the controller demonstrates compelling
legitimate grounds for the processing which override the interests, rights and
freedoms of the data subject or for the establishment, exercise or defence of

legal claims.

2. Where personal data are processed for direct marketing purposes, the data
subject shall have the right to object at any time to processing of personal
data concerning him or her for such marketing, which includes profiling to

the extent that it is related to such direct marketing.

3. Where the data subject objects to processing for direct marketing

purposes, the personal data shall no longer be processed for such purposes.

4. At the latest at the time of the first communication with the data subject,
the right referred to in paragraphs 1 and 2 shall be explicitly brought to the
attention of the data subject and shall be presented clearly and separately

from any other information.

5. In the context of the use of information society services, and
notwithstanding Directive 2002/58/EC, the data subject may exercise his or

her right to object by automated means using technical specifications.

6. Where personal data are processed for scientific or historical research
purposes or statistical purposes pursuant to Article 89(1), the data subject,
on grounds relating to his or her particular situation, shall have the right to
object to processing of personal data concerning him or her, unless the
processing 1s necessary for the performance of a task carried out for reasons

of public interest.
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Article 22 Automated individual decision—-making, including profiling

1. The data subject shall have the right not to be subject to a decision
based solely on automated processing, including profiling, which produces
legal effects concerning him or her or similarly significantly affects him or

her.
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2. Paragraph 1 shall not apply if the decision: (a) is necessary for entering
into, or performance of, a contract between the data subject and a data
controller; (b) is authorised by Union or Member State law to which the
controller is subject and which also lays down suitable measures to
safeguard the data subject’s rights and freedoms and legitimate interests; or

(c) is based on the data subject’s explicit consent.

3. In the cases referred to in points (a) and (c¢) of paragraph 2, the data
controller shall implement suitable measures to safeguard the data subject’s
rights and freedoms and legitimate interests, at least the right to obtain
human intervention on the part of the controller, to express his or her point

of view and to contest the decision.

4. Decisions referred to in paragraph 2 shall not be based on special
categories of personal data referred to in Article 9(1), unless point (a) or (g)
of Article 9(2) applies and suitable measures to safeguard the data subject’s

rights and freedoms and legitimate interests are in place.
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12. If the data or biological material are collected and stored in a Health
Database or a Biobank for multiple and indefinite uses, consent is only valid
if the concerned individuals have been adequately informed about:

e The purpose of the Health Database or Biobank;

e The risks and burdens associated with collection, storage and use of data

and material;

¢ The nature of the data or material to be collected;

e The procedures for return of results including incidental findings;

® The rules of access to the Health Database or Biobank;

e How privacy is protected;

e The governance arrangements as stipulated in paragraph 21;

e That in case the data and material are made non-identifiable the

individual may not be able to know what is done with their data/material

and that they will not have the option of withdrawing their consent;

e Their fundamental rights and safeguards established in this Declaration;

33) HealthlT.gov &#°]%]. “Your Health Records” , https://www.healthit.gov/patients-families/
about-blue-button-movement (HF3 <% 2017. 10. 25.)
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and
e When applicable, commercial use and benefit sharing, intellectual property
issues and the transfer of data or material to other institutions or third

countries.
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14. Individuals have the right to request for and be provided with
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information about their data and its use as well as to request corrections of
mistakes or omissions. Health Databases and Biobanks should adopt

adequate measures to inform the concerned individuals about their activities.
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15. Individuals have the right, at any time and without reprisal, to alter
their consent or to ask for their identifiable data to be withdrawn from the
Health Database and their biological material to be withdrawn from a

Biobank. This applies to future use of the data and biological materials.
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§46.116 General Requirements for Informed Consent
(c) Additional elements of informed consent.

(7) A statement that the subject’s biospecimens (even if identifiers are

_79_




removed) may be used for commercial profit and whether the subject will or

will not share in this commercial profit;

§46.116
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MAFRE L3, TEU MAFEBSHA(GDPR) 4 2 MG HESHA

A AL ATy, 2016 7. 21
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ICO(Information Commissioner’'s Office), “Anonymisation: managing data
protection risk code of practice”, 2012.

National Data Guardian, “National Data Guardian for Health and Care, Review
of Data Security, Consent and Opt-outs”, 2016.

ONC, “Connecting Health and Care for the Nation: A Shared Nationwide
Interoperability Roadmap Ver.1.0”

Rebecca Skloot, “Your Cells. Their Research. Your Permission?”, New York
Times, 2015. 12. 30. 7]A}, https://www.nytimes.com/2015/12/30/opinion/
your-—cells-their-research-your- permission.htm 1?_r=0 (HZ8%4 2017.
10. 26.)
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Congress.gov 23 ©] #], https://www.congress.gov/

Genomics England €3 ¢]A], https://www.genomicsengland.co.uk/
HealthIT.gov &3] A, https://www.healthit.gov/

NHS Digital &3 ¢]#], https://digital.nhs.uk/

UK Biobank &3 °]A|, http://www.ukbiobank.ac.uk/
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